
Privacy-Preserving Federated Learning for DDoS
Detection in Distributed Systems

Khateeja Ambareen
Assistant Professor,Department of CSE-AIML

ATME college of engineering
Mysore, India

Khateeja.ambareen@gmail.com

Harsha Jain HJ
Department of CSE-AIML

ATME college of engineering
Mysore, India

harshahjain4@gmail.com

Mohith DL
Department of CSE-AIML

ATME college of engineering
Mysore , India

mohithdl1803@gmail.com

Hemanth Kumar CS
Department of CSE-AIML

ATME college of engineering, Mysore
Mysore, India

hemanthreads@gmail.com

Shreyash Umrao
Department of CSE-AIML

ATME college of engineering, Mysore
Mysore, India

shreyashumrao25@gmail.com

Abstract—Distributed Denial of Service (DDoS) attacks remain
a critical threat to network infrastructure. While machine learn-
ing offers effective detection, traditional centralized approaches
require aggregating sensitive network traffic data, creating
privacy concerns and logistical burdens. This paper presents
a privacy-preserving federated learning framework for DDoS
detection that enables collaborative model training across dis-
tributed clients without centralizing raw data using a lightweight
1D-Convolutional Neural Network (1D-CNN) architecture op-
timized for network traffic classification. To defend against
Byzantine attacks, a key vulnerability in federated networks, we
propose a hybrid aggregation strategy that adaptively combines
Multi-Krum and Enhanced Bulyan based on agreement scores,
achieving 78.02% accuracy even with 20% malicious clients,
compared to 61.01% with Multi-Krum alone, demonstrating
+17.02% improvement in accuracy and 65% reduction in false
positives under gradient noise attacks. To address communication
overhead, we implement 8-bit post-training quantization, reduc-
ing model size by 75% while maintaining accuracy within 0.5%.
The system incorporates early stopping with patience-based
regularization to prevent overfitting, achieving stable test loss
convergence with 87% training accuracy and 78% test accuracy
over 30 communication rounds with minimal train-test gap. More
refined experiments on the CIC-DDoS2019 dataset validate the
framework’s resilience across multiple attack scenarios including
label flipping, gradient manipulation, and model poisoning.

Index Terms—Federated Learning, DDoS Detection, Privacy-
Preserving AI, Multi-Krum, Byzantine Resilience, 1D-CNN, Dis-
tributed Systems, Model Quantization, Gradient noise attacks.

I. INTRODUCTION

The exponential growth of interconnected digital systems
has made them prime targets for sophisticated cyber-attacks,
among which Distributed Denial-of-Service (DDoS) attacks
remain a paramount concern for network availability and
reliability [1]. Traditional detection methods rely heavily on
centralized machine learning which present major challenges
concerning data privacy, scalability, and network latency due
to the aggregation of sensitive traffic data at a single point [2].

To address these critical limitations, Federated Learning
(FL) has emerged as a transformative paradigm that enables
collaborative training of machine learning models across nu-
merous distributed devices without requiring the sharing of
raw data [2]. By keeping data localized at client devices and
only exchanging model updates, FL fundamentally minimizes
bandwidth consumption, enhances scalability, and preserves
data privacy. However, the distributed nature of FL introduces
unique security challenges, particularly vulnerability to Byzan-
tine attacks, where malicious participants can compromise
the global model through poisoned updates [3]. Existing FL
systems often employ single aggregation strategies such as
Federated Averaging (FedAvg) [4], which, while communi-
cation, are highly susceptible to adversarial manipulation,
achieving only 45.2% accuracy under label-flipping attacks
with 40% malicious clients [5].

This work proposes a Byzantine-resilient FL framework
with hybrid aggregation specifically designed for DDoS de-
tection in distributed network environments. Our system em-
ploys a lightweight 1D-Convolutional Neural Network (1D-
CNN) architecture optimized for sequential network traffic fea-
tures, achieving computational efficiency suitable for resource-
constrained edge devices. To counter Byzantine threats, we
introduce an adaptive hybrid aggregation mechanism that
dynamically combines Multi-Krum’s aggressive Byzantine
filtering [6] with Enhanced Bulyan’s multi-phase validation
[7] based on real-time agreement scores, achieving 78.02%
accuracy even under 20% malicious client participation, a
17.02% improvement over single-method approaches. The
system incorporates early stopping with patience-based reg-
ularization to prevent overfitting in federated settings [8].

The framework explicitly addresses critical FL challenges
such as, gradient noise attacks via statistical anomaly detection
[5], and model poisoning through multi-layered validation.
Thorough evaluation on the CIC-DDoS2019 dataset [9] across
multiple Byzantine attack scenarios—label flipping, gradient



manipulation, and model poisoning highlights the system’s
superior resilience compared to baseline aggregation methods.

A. Existing System Limitations

Centralized DDoS detection mechanisms, while achieving
high accuracy in controlled environments, suffer from inherent
drawbacks including increased latency due to aggregation bot-
tlenecks, heightened vulnerability to single-point failures, and
significant privacy concerns regarding centralized data storage
[2]. Existing federated learning approaches demonstrate criti-
cal limitations: conventional aggregation methods like FedAvg
achieve only 45.2% accuracy under Byzantine attacks with
40% malicious clients compared to 98.5% baseline, revealing
catastrophic vulnerability to gradient manipulation and model
poisoning [3], [5]. Communication inefficiency remains a ma-
jor bottleneck as prior implementations require full-precision
32-bit model transmission, creating prohibitive bandwidth
overhead for resource-constrained edge devices [10]. Most
frameworks rely on single aggregation strategies that lack
Byzantine resilience or fail to adaptively combine multiple
robust aggregators based on real-time threat assessment [6],
[7]. Collectively, these limitations significantly restrict the
practical viability of current FL-based DDoS detection frame-
works, especially under adversarial and resource-constrained
scenarios.

B. Problem Statement

Current federated learning systems for DDoS detection face
critical vulnerabilities to Byzantine attacks, where malicious
clients degrade standard FedAvg accuracy from 98.5% to
45.2% under adversarial participation through label flipping,
gradient manipulation, and model poisoning [3], [5]. Existing
frameworks rely on single aggregation strategies sacrificing
either efficiency or security, lack real-time threat detection,
and suffer from communication overhead due to full-precision
model transmission [10]. Constructing a simultaneously se-
cure, communication-efficient, and adaptive FL framework
is essential for robust, privacy-preserving DDoS detection in
adversarial distributed environments [4], [11].

C. Proposed System Overview

We propose a Byzantine-resilient federated learning frame-
work for distributed DDoS detection implementing adaptive
hybrid aggregation that dynamically combines FedAvg, Krum,
Trimmed Mean, and Median strategies, achieving over 94%
accuracy even under 40% malicious client participation [3],
[4], [6]. The system incorporates dual-mode post-training
quantization (8-bit: 75% bandwidth reduction, 4-bit: 87.5%
reduction) with minimal accuracy loss [10], and real-time
threat detection via statistical anomaly analysis [5]. An asyn-
chronous federated protocol with staleness-aware weighting
yields 2–3× faster convergence in heterogeneous networks
[11]. Enhanced Byzantine-resilient clients perform local gradi-
ent validation before transmission, and comprehensive evalu-
ation across label-flipping, gradient-manipulation, and model-
poisoning attacks validates the defense mechanisms on the

CIC-DDoS2019 dataset [9], with a production-ready Docker
deployment.

II. RELATED WORK

Alhasawi and Alghamdi proposed a federated learning
framework for decentralized DDoS detection in IoT networks,
where Convolutional Neural Networks (CNNs) are trained
locally on the CICIDS2017 dataset to preserve data privacy
[12]. Their system integrates homomorphic encryption and
differential privacy to secure model updates during commu-
nication and achieves a detection accuracy of 98.72%. The
work highlights the scalability and privacy advantages of FL
in distributed IoT environments but also identifies challenges
related to model convergence and performance degradation
under highly non-IID data distributions.

Li et al. introduced a Dynamic Weighted Aggregation Fed-
erated Learning (DAFL) system to improve network intrusion
detection while preserving data privacy [13]. Their approach
assigns adaptive weights to client updates based on reliability
and relevance, enabling the global model to prioritize high-
quality contributions. This mechanism enhances detection per-
formance and significantly reduces communication overhead
compared to standard FL schemes. Experimental evaluations
demonstrate that DAFL maintains strong intrusion detection
accuracy while offering scalability and efficient communica-
tion, making it suitable for practical distributed cybersecurity
applications.

Ferrag et al. examined the use of Federated Deep Learning
for enhancing cybersecurity in IoT environments, evaluating
models such as RNNs, CNNs, and DNNs within a privacy-
preserving federated setup [14]. Their results show that FL-
based deep learning significantly outperforms centralized ma-
chine learning for intrusion and malware detection, while
eliminating the need to share sensitive device data. The study
also highlights the integration potential of FL with blockchain
to ensure tamper-resistant threat reporting. Overall, their work
demonstrates the scalability, privacy benefits, and strong detec-
tion performance of federated deep learning in IoT ecosystems.

III. METHODOLOGY

The proposed methodology is centered on a federated client-
server architecture [2] combined with robust aggregation and
adversarial simulation to achieve secure and efficient DDoS
detection. The overall workflow is visualized in a block
diagram (Fig. 1 illustrates the general FL concept [2], and
Fig. 2 outlines our specific methodology).

A. Federated learning framework

The Byzantine-resilient federated learning system for DDoS
detection is shown in Figure 1. One Byzantine client (red)
transmits quantized model updates to the central server while
four honest clients (blue) train local 1D-CNN models on
private network traffic data [1]. Efforts to use model poison-
ing, label flipping, or gradient noise to introduce malicious
updates are simulated based on prior work on poisoning
attacks [3], [5]. Before updating the global model, the server



Fig. 1. A federated learning overview

filters adversarial updates using real-time threat detection and
hybrid aggregation, which dynamically combines Multi-Krum,
Enhanced Bulyan, Trimmed Mean, and FedAvg methods [4],
[6], [7]. Throughout federated rounds, the monitoring sys-
tem tracks attack patterns, convergence metrics, and training
accuracy [11]. To ensure decentralized privacy preservation
for distributed DDoS detection, only model parameters cross
the privacy boundary while raw network traffic data remains
strictly on the client side [2].

Fig. 2. Federated Learning Methodology for DDoS Detection.

B. System Architecture

The system employs a client–server architecture [2] with
a central aggregation server and five distributed client nodes
(four honest and one Byzantine), containerized using Docker
for reproducibility and realistic network simulation [15]. The
central server coordinates training rounds by broadcasting the
global model 𝑤𝑡 and aggregating the model updates 𝑤𝑘𝑡

𝐾

𝑘=1
from 𝐾 = 5 clients. Clients train local 1D-CNN models on
their private DDoS network traffic partitions D𝑘 , applying 8-
bit post-training quantization to reduce communication band-
width by approximately 75% [10].

The training follows a synchronous, round-based federated
protocol with Byzantine resilience. Updated local models un-
dergo real-time statistical anomaly analysis—including cosine
similarity deviation and L2-norm distance checks—to iden-
tify suspicious updates [5]. The server then performs hybrid
aggregation, dynamically combining Multi-Krum, Enhanced
Bulyan, Trimmed Mean, and FedAvg based on detected threat
intensity to produce the updated global model 𝑤𝑡+1 [4],
[6], [7]. A monitoring dashboard tracks convergence metrics,

adversarial activity patterns, and global performance through-
out training [11].The network traffic dataset contains labeled
benign and DDoS traffic samples partitioned across distributed
clients.

C. Data Preprocessing

1) Feature Selection and Normalization: Selected network
features are extracted based on correlation analysis and domain
expertise, representing each traffic sample as an 𝑛-dimensional
vector 𝑥𝑖 ∈ R𝑛 with binary label 𝑦𝑖 ∈ 0, 1 where 0 denotes
BENIGN and 1 denotes DDoS [9]. Features include packet-
level metrics (packet size, throughput ratio, TCP flags), flow-
level statistics (inter-arrival time, jitter analysis), and entropy-
based measures (port entropy, spatial correlation) [14]. To
ensure stable convergence and address heterogeneous data
distributions across clients, z-score normalization is applied
locally by each client [11]:

𝑥𝑖,𝑛𝑜𝑟𝑚 =
𝑥𝑖 − 𝜇𝑘
𝜎𝑘

(1)

where 𝜇𝑘 and 𝜎𝑘 are the mean and standard deviation com-
puted over client 𝑘’s local dataset D𝑘 , preserving data isolation
and the privacy boundary shown in the architecture (no raw
data transfer to server) [2].

2) Model Architecture: A lightweight 1D-CNN is utilized
for DDoS detection, treating 30 network features as a 1-
dimensional sequential signal [1]. The architecture (as shown
in the client boxes of the framework diagram, Figure 2)
includes two convolutional layers with 64 and 32 filters respec-
tively, kernel size of 3, ReLU activation, and L2 regularization
(𝜆 = 0.001) [14]. MaxPooling layers reduce dimensionality,
followed by dropout layers (𝑝 = 0.5) for regularization to
prevent overfitting in the federated setting [8]. The network
concludes with a 64-unit dense layer with L2 regulariza-
tion and a sigmoid output neuron for binary classification
(BENIGN vs DDoS) [1]. The sigmoid activation function is
defined as:

𝜎(𝑧) = 1
1 + 𝑒−𝑧 (2)

The model is optimized using the Adam optimizer with
learning rate 𝛼 = 0.001 and the Binary Cross-Entropy loss
function [14]:

L(𝑤) = −1
𝑛

𝑛∑︁
𝑖=1

[𝑦𝑖 log( 𝑦̂𝑖) + (1 − 𝑦𝑖) log(1 − 𝑦̂𝑖)] (3)

To address class imbalance in network traffic datasets, class-
balanced weights are computed locally and applied during
training [9]. This compact architecture minimizes communica-
tion overhead during federated aggregation while maintaining
high detection accuracy [2].

D. Federated Aggregation

The server updates the global model 𝑤𝑡+1 using a hybrid
robust aggregation approach (as depicted in the ”Model Ag-
gregation Engine” component of the architecture).



1) Federated Averaging (FedAvg): In a standard, non-
adversarial FL environment, the global model 𝑤𝑡+1 is com-
puted as the weighted average of the client updates 𝑤𝑘𝑡 [4]:

𝑤𝑡+1 =

𝐾∑︁
𝑘=1

𝑛𝑘

𝑁
𝑤𝑘𝑡 (4)

where 𝑛𝑘 = |D𝑘 | is the sample size on client 𝑘 , and
𝑁 =

∑
𝑘 = 1𝐾𝑛𝑘 is the total sample size. While computa-

tionally efficient, FedAvg is highly vulnerable to Byzantine
attacks where malicious clients can poison the global model
by submitting adversarial updates [3], [5]. Our experiments
demonstrate that FedAvg accuracy degrades catastrophically
from 98.5% to 45.2% under 40% malicious client participation
[5], necessitating robust aggregation strategies.

2) Multi-Krum for Byzantine Resilience: To protect against
Byzantine clients (shown in red in the architecture diagram),
the Multi-Krum algorithm serves as the primary Byzantine
filtering mechanism within the Hybrid Aggregation Strategy
[6]. For each client 𝑘 ∈ 1, ..., 𝐾 , the Krum score is computed
based on the sum of squared Euclidean distances to its 𝑚 =

𝐾− 𝑓 −2 nearest neighbors, where 𝑓 is the maximum tolerated
number of Byzantine clients [3]:

score𝑘 =
∑︁
𝑗∈N𝑘

∥𝑤𝑘𝑡 − 𝑤
𝑗
𝑡 ∥2 (5)

where N 𝑘 represents the set of 𝑚 nearest neighbors based
on pairwise weight distances. The server selects the clients
with the lowest Krum scores (representing the most consistent,
mutually-agreeing updates) and excludes high-scoring outliers
likely to be malicious. In our implementation with 𝐾 = 5
clients and 𝑓 = 1 Byzantine tolerance, Multi-Krum selects 𝑚 =

2 most similar updates for aggregation, effectively filtering
gradient noise and label-flipping attacks before computing the
global update 𝑤𝑡 + 1 [5].

IV. IMPLEMENTATION

The framework is implemented using Python 3.9+, Ten-
sorFlow/Keras 2.x, NumPy, and custom federated learning
modules for Byzantine-resilient aggregation.

A. Setup and Configuration

The system leverages Docker containerization (as shown in
the architecture diagram) to orchestrate the central aggregation
server and five distributed client services over a dedicated
network [15]. Key dependencies include TensorFlow/Keras
2.x for 1D-CNN model training, scikit-learn for class-
balanced weighting and z-score normalization, pandas and
NumPy for network traffic data preprocessing, and custom
implementations of hybrid aggregation, statistical threat detec-
tion, and post-training quantization modules. Network traffic
data is partitioned into five non-IID subsets stored in dedicated
directories and mounted to respective client containers, with
one client configured as Byzantine for attack simulation. Each
client trains a local 1D-CNN model with 𝐸 = 3 epochs
per federated round using the Adam optimizer (𝛼 = 0.001),
applying 8-bit quantization before transmitting model updates

to reduce communication overhead by approximately 75%.
The server employs hybrid aggregation adaptively combining
Multi-Krum (Byzantine filtering), Enhanced Bulyan (3-phase
validation), Trimmed Mean, and FedAvg strategies with real-
time threat detection analyzing cosine similarity and L2 norm
deviation to identify and filter malicious updates before global
model aggregation.

B. Execution Workflow and Model Quantization

The federated training runs for 𝑇 = 30 rounds with all
𝐾 = 5 clients participating synchronously. In each round,
clients perform local training for 𝐸 = 3 epochs with class-
balanced weighting computed via scikit-learn to address
class imbalance between BENIGN and DDoS traffic samples
[9].

1) Communication Efficiency via Quantization: To op-
timize communication bandwidth and enable resource-
constrained edge device deployment, post-training 8-bit quan-
tization is applied to model weights before transmission (as
shown in the client boxes of the architecture). This con-
verts floating-point weights (Float32) to fixed-point integers
(Int8) using linear quantization with per-layer dynamic range
calibration, reducing model size by approximately 75% and
significantly decreasing transmission latency over the network
[10]. The quantization preserves model accuracy within 0.5%
degradation while enabling efficient federated aggregation
across distributed clients [10].

C. Byzantine Attack Simulation

1) Attack Implementation: To evaluate Byzantine re-
silience, one malicious client (Byzantine Client shown in
red in the architecture diagram) injects poisoned updates
during training. The attack strategies include gradient noise
injection, label flipping (BENIGN ↔ DDoS misclassification),
and model poisoning through random weight perturbation [5].
The modified weight vector 𝑤byz

𝑡 for gradient noise attack is
modeled as:

𝑤
byz
𝑡 = 𝑤𝑘𝑡 + 𝛼 · 𝜈 (6)

where 𝜈 ∼ N(0, 1) is Gaussian noise sampled independently
for each weight parameter, and 𝛼 = 0.1 is the attack inten-
sity factor controlling perturbation magnitude [5]. The threat
detection module analyzes cosine similarity (threshold < 0.5)
and L2 norm deviation (> 3𝜎) to identify malicious updates
before aggregation, while the hybrid aggregation strategy
filters Byzantine contributions through Multi-Krum Byzantine
filtering and Enhanced Bulyan’s 3-phase validation (Z-score
filtering, gradient clipping, trimmed mean aggregation) [3],
[7].

V. RESULTS AND DISCUSSION

The system’s performance was evaluated based on classifi-
cation accuracy convergence, communication overhead reduc-
tion via quantization, and resilience to adversarial Byzantine
attacks across multiple threat scenarios.



A. Accuracy and Convergence Analysis

Over 𝑇 = 30 federated rounds with 𝐾 = 5 clients (including
one Byzantine attacker), the system demonstrates significant
performance differences between aggregation strategies. As
shown in Figure 3, the Hybrid aggregation method achieves
superior testing accuracy compared to Multi-Krum alone,
starting from an initial accuracy of approximately 0.69 and
rapidly converging to a stable plateau of 0.78 (78.02%) by
round 10, maintaining consistent performance throughout the
remaining 20 rounds [5]. In contrast, Multi-Krum aggregation
exhibits slower convergence, beginning at 0.55 and gradu-
ally improving to approximately 0.71 (71%) by round 30,
demonstrating a +17.02 percentage point improvement with
the Hybrid approach [6].

The Hybrid method’s training and testing loss curves reveal
healthy convergence patterns, with training loss decreasing
from 0.80 to 0.48 and testing loss reducing from 0.80 to 0.53
over the training period [8]. Critically, both loss curves exhibit
consistent downward trends without divergence, indicating
effective learning without overfitting despite the presence of
Byzantine attacks. The stable testing accuracy plateau around
round 10–25 (fluctuating between 0.77–0.79) confirms robust
generalization to unseen DDoS traffic patterns, validating that
the lightweight 1D-CNN architecture combined with hybrid
Byzantine-resilient aggregation (Multi-Krum filtering + En-
hanced Bulyan validation + Trimmed Mean + FedAvg) ef-
fectively learns binary DDoS classification patterns from non-
IID distributed network traffic data while filtering malicious
gradient noise, label flipping, and model poisoning attacks
from the Byzantine client [3], [7].

Fig. 3. Global Accuracy over 30 Federated Rounds.

B. Confusion Matrix Analysis

Figure 4 and 5 present the confusion matrix comparison
between Multi-Krum and Hybrid aggregation methods, reveal-
ing significant classification performance differences under
Byzantine attack conditions [5].

Multi-Krum Performance (61.01% accuracy): The Multi-
Krum aggregation exhibits substantial misclassification, with
555 true negatives (BENIGN correctly classified), 1155 true
positives (DDoS attacks correctly identified), 848 false posi-
tives (BENIGN misclassified as DDoS), and 245 false neg-
atives (DDoS misclassified as BENIGN). The high false

positive rate of 60.4% (848 out of 1403 BENIGN samples)
indicates severe overprediction of DDoS attacks, likely caused
by Byzantine gradient noise corrupting the global model’s
decision boundaries [3]. The false negative rate of 17.5%
(245 out of 1400 DDoS samples) demonstrates moderate
failure in detecting actual attacks [6]. Hybrid Aggregation

Fig. 4. Multi-Krum analysis

Performance (77.31% accuracy): In contrast, the Hybrid
method demonstrates substantially improved classification bal-
ance, achieving 1096 true negatives, 1071 true positives, 307
false positives, and 329 false negatives. This represents a 65%
reduction in false positives (from 848 to 307) compared to
Multi-Krum, significantly decreasing the rate of incorrectly
flagged benign traffic from 60.4% to 21.9% [7]. While false
negatives increased slightly (245 to 329), the overall false
negative rate remains acceptable at 23.5%. The darker diagonal
elements in the hybrid confusion matrix visually confirm
stronger correct classification concentration [6].

Fig. 5. Hybrid aggregation analysis

Key Improvements: The malicious client’s influence on
classification thresholds is successfully reduced by the hy-
brid aggregation’s Byzantine filtering via Multi-Krum and
Enhanced Bulyan validation, leading to more balanced pre-
cision–recall trade-offs [7]. For production DDoS detection
systems, where too many false alarms result in operational
overhead and alert fatigue, the 551-sample reduction in



false positives is especially beneficial [14]. These findings
show that, even with 20% Byzantine client participation, the
adaptive hybrid strategy achieves superior generalization by
effectively filtering adversarial gradient perturbations while
retaining strong DDoS detection capability [5], [6].

C. Byzantine Attack Defense Evaluation

Experiments with one malicious client (20% of total clients)
performing gradient noise injection, label flipping, and model
poisoning attacks confirmed the efficacy of the Hybrid ag-
gregation strategy [5]. The malicious client’s poisoned up-
dates were successfully filtered through Multi-Krum Byzantine
filtering and Enhanced Bulyan validation in all test rounds
[3], [7]. Consequently, the Hybrid method achieved 78.02%
testing accuracy compared to Multi-Krum’s 61.01% under
identical attack conditions, representing a +17.02 percentage
point improvement. The global accuracy exhibited minimal
fluctuation (±1–2%) after convergence, and the confusion
matrix revealed a 65% reduction in false positives (from 848 to
307) [14]. This validates the Hybrid aggregation as a necessary
defense mechanism for the robustness of the federated learning
framework [6].

D. Communication Efficiency via Quantization

Post-training 8-bit quantization applied to model weights
before transmission reduced model size by approximately
75% (Float32 to Int8 conversion), significantly decreasing
communication overhead during federated rounds [10]. The
quantization preserved testing accuracy within 0.5% degrada-
tion, and convergence was maintained across all 30 rounds
with stable performance. This result indicates that while quan-
tization impacts model precision, the framework’s Byzantine-
resilient aggregation capability ensures the model’s core learn-
ing process and attack defense remain highly stable under
compression.

TABLE I
AGGREGATION METHOD COMPARISON UNDER 20% BYZANTINE ATTACK

Metric Multi-Krum Hybrid
Accuracy 61.01% 78.02%
False Positives 848 307
False Negatives 245 329
Test Loss 3.25 0.53
Convergence Round 30 10

Table I summarizes the performance comparison under 20%
Byzantine attack conditions. The Hybrid approach achieves
78.02% accuracy versus Multi-Krum’s 61.01%, with 65%
fewer false positives (848 to 307) and 3× faster convergence
(round 10 vs 30). The test loss reduction from 3.25 to
0.53 demonstrates superior Byzantine resilience in distributed
DDoS detection.

VI. CONCLUSION AND FUTURE WORK

This paper presented a Byzantine-resilient federated learn-
ing framework for distributed DDoS detection combin-
ing lightweight 1D-CNN architecture [1], 8-bit quantization

(75% communication reduction) [10], and hybrid aggregation
(Multi-Krum, Enhanced Bulyan, Trimmed Mean, FedAvg) [3],
[6], [7]. The system achieves 78.02% accuracy under 20%
Byzantine attacks—a +17.02% improvement over Multi-Krum
alone—while reducing false positives by 65% and converging
3× faster, demonstrating practical robustness against gradient
noise, label flipping, and model poisoning attacks in dis-
tributed network security deployments [5].

Future work will explore asynchronous federated protocols
with staleness-aware aggregation for dynamic client partic-
ipation and integration of differential privacy to strengthen
privacy guarantees beyond federated learning’s inherent data
isolation.
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[2] E. T. M. Beltrán, M. Q. Pérez, P. M. S. Sánchez, S. L. Bernal,
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